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MK NEWS 

MK Group becomes one of the first members of 
Vietnam Certificate Authority and  

Digital Transaction Club  
On the morning of January 23rd, the founding ceremony of Vietnam Certificate Authority 

and Digital Transaction Club (VCDC) took place at the Grand Plaza Hotel in Hanoi. The 

event was considered as a milestone in the development of digital signature, electronic 

authentication and electronic transactions. 

At the ceremony, MK Group Joint Stock Company (MK Group) - a perennial member of the 

Vietnam Information Security Association (VNISA) was admitted and became one of the 

first members of the Club. With more than 19 years of the region’s leading expertise in 

developing and deploying the digital security solutions for the financial - banking, 

government, enterprise, retail and telecommunication markets, MK Group has provided a 

range of Digital Authentication solutions, including KeyPass™ OTP Authentication, MK 

Public Key Infrastructure Solution, Keypasco Multi-factor Authentication Solution as well 

as the digital signature application on Smart Cards. 

It is possible to say that digital signature is an important solution to ensure data integrity, 

authenticity and traceability in e-transactions. In particular, electronic transactions using 

digital signatures are legal and protected by the law, serving the management and 

administration of the state agencies, implementation of online public services for citizens 

and enterprises, as well as e-commerce development activities. 

After more than 10 years of implementation, digital signature and digital certificate service 

has become an increasingly important and popular IT one, contributing to promoting IT 

applications, building e-government and e-commerce development in Vietnam.  

Joining Vietnam Certificate Authority and Digital Transaction Club, MK Group always 

wishes our solutions will help businesses and organizations enhance the security of 

electronic transactions, increase the efficiency of the operation, protect the legitimate rights 

and interests of consumers simultaneously contribute to the promotion of technology 

research activities and drive cooperation with the business community locally and abroad. 

(Collected from ICTnews, Vietnam Certificate Authority and Digital Transaction Club) 

Vietnam Certificate Authority and Digital Transaction Club was officially established under 

the Decision 98 dated November 28th, 2017 by the President of VNISA. According to the 

establishment decision, the club is a specialized organization of VNISA, including members 

of the Vietnam Information Security Association operating in the field of network 

information security, compliant with the guidelines, purposes of the Association and the 

regulations of the Club issued by the President of VNISA. 

 A report by VNISA revealed that Mr. Ngo Tuan Anh - Vice President of network security of 

Bkav Company was elected to be the Interim Chairman of the club.  

The foundation of VCDC is considered as important milestones in the development of 

digital signature, electronic authentication and electronic transactions. The club is  an 

organization representing the community of enterprises providing digital signature 

certificate  services in Vietnam with the principle and purpose of improving the efficiency of 

business activities, protecting the rights and the legitimate interests of the participants; 

promoting research activities in  technology, economic information, market, trade 

promotion and cooperation with domestic and international business community. 

In addition, the club is the bridge between enterprises, local authorities and central agencies. 

This is also a place to gather members' aspirations with the state management agencies to 

facilitate the removal of difficulties in business activities and put digital signature certificate 

services into important IT ones in the national information infrastructure, an effective tool in 

developing e-government and e-commerce. 

Mr. Ngo Tuan Anh, Vice President in charge of network security of Bkav 

Corporation, Interim Chairman of  Vietnam Certificate Authority and  

Digital  Transaction Club. 
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Entrust Datacard, a leading provider of trusted identity and secure transaction technology solutions, announced that the company’s 

Entrust Certificate Services™ platform has integrated with ConnectWise, a company that transforms how technology solution 

providers build, manage, and grow their businesses. The new integration for ConnectWise Manage is designed to make it easier to 

order and manage SSL/TLS certificates. Managed Service Providers (MSPs) will have the ability to order, quote, and setup 

expiration notifications to centrally manage clients’ digital certificates. 

Maintaining security for multiple client websites is challenging to keep up with. Digital certificates are often managed in multiple 

places, or managed manually, making it more difficult to stay on top of the certificate expirations and obsolete technology that cause 

business disruptions. Certificate Management — in a “single pane of glass” — displays the key information needed for active 

SSL/TLS management when and where it’s most needed. Through centralized certificate management, users will be able to: 

• Place orders and manage expirations and certificate details in ConnectWise Manage 

• Automatically configure records in ConnectWise Manage to track certificate expiry (available in early 2018) 

• Issue one-click certificate quoting, ready for forwarding (available in early 2018) 

• Provide unlimited servers licensing and unlimited reissues 

“The Entrust Certificate Services integration with ConnectWise Manage eliminates error-prone, manual processes for SSL/TLS 

certificates,” said Sam Morcos, senior vice president and general manager, certificate services for Entrust Datacard. “Entrust 

Certificate Services makes it easy to not only solve this problem, but gives MSPs the tools to be proactive about maintaining their 

clients’ encryption security while simplifying customers’ expansion purchases and renewals.” 

The integration offers complete certificate lifecycle management: creation, re-issuance, revocation, and renewal. The Entrust 

Certificate Services solution also includes an option for malware scanning and reputation monitoring powered by SiteLock. 

“The simplicity of Entrust Datacard’s new integration is going to be key for our partners,” said Gavin Gamber, vice president of 

channel sales and alliances for ConnectWise. “TSPs just have to configure the ConnectWise settings in the partner portal and begin 

ordering, tracking, and renewing customers’ Entrust SSL certificates right in ConnectWise Manage.” 

(EntrustDatacard) 

Integration with ConnectWise to Simplify Certificate 
Management for Managed Service Providers 

PARTNER NEWS 
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VIETNAM NEWS 

E-banking in Vietnam is still treading water 

E-banking, the latest trend in the Vietnamese banking system, has not completely been able to replace conventional 

banking customs although the majority of baby boomers (those born in 1945-1960) and generation X (1961-1980) show 

insignificant interest in modern banking services. 

A member of the Board of Directors (BOD) at a Vietnam-based commercial financial institution (FI) asserted, “In recent times 

FIs in Vietnam have put a lot of effort into providing online banking solutions in order to appeal to millennials (those born in 

1980-2000) and generation Z, (born after 2000).” 

However, “A large number of existing clients of Vietnam-based FIs are middle-aged and senior citizens. Specifically, savings 

worth $2-3 million with terms of up to 36 months were mainly deposited by customers born in 1945-1970,” he added. 

To strengthen their relationship with regular customers, especially senior customers, a remarkable number of FIs launched 

various loyalty programmes, such as retro music shows, saxophone concerts, and scenic tours especially created for VIP 

customers. 

Besides, the implementation of digital banking in Vietnam has encountered plenty of barriers since the current legal 

framework does not accommodate the digitalisation of the banking system or incentive policies endorsing electronic banking 

services. 

Dang Duc Huy, deputy director of Retail Banking at Sai Gon Commercial Bank (SCB), said “FIs in Vietnam should think 

twice before restructuring the conventional banking model since such moves would be cost-ineffective and are unlikely to 

generate an instant stream of income.” 

To date, a fair number of FIs in Vietnam have introduced a variety of online banking services, such as the Digital Lab of 

Vietcombank, Live Bank of TPBank, and the MyVIB application of VIB, aiming to enhance customer experience via electronic 

transaction channels. 

Exceptionally, VPBank promoted the distribution channel as a stand-alone digital-based branch, called Timo, whose products 

and services as well as sales policies are entirely independent of the parent bank. 

(VIR) 
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BIOMETRIC NEWS 

A report from researchers at the Center on Privacy and 

Technology at Georgetown University’s law school say a new 

biometric exit tracking system being implemented at US 

airports by the Department of Homeland Security is too 

invasive. 

In the report, the Georgetown University team says the system 

is an un-needed surveillance tool that the department has 

installed at nearly a dozen airports without going through a 

required federal rule-making process. 

“It’s telling that D.H.S. cannot identify a single benefit actually 

resulting from airport face scans at the departure gate,” said 

Harrison Rudolph, an associate at the center and one of the 

report’s co-authors, told the New York Times. 

“D.H.S. doesn’t need a face-scanning system to catch travelers 

without a photo on file. It’s alarming that D.H.S. still hasn’t 

supplied evidence for the necessity of this $1 billion program,” 

he added. 

Acting Customs and Border Commissioner Kevin McAleenan 

told a Senate panel in November that biometric exit technology 

could be installed in airports nationwide within four years. 

Currently, CBP has the technology on trial at single departure 

gates at Hartsfield-Jackson Atlanta International Airport, 

Washington Dulles International Airport, Houston George 

Bush Intercontinental Airport, Chicago O'Hare International 

Airport, Las Vegas McCarran International Airport, Houston 

William P. Hobby Airport and John F. Kennedy International 

Airport. 

A biometric exit capability allowing CBP to track visa holders 

leaving the county has been a protracted challenge for the 

agency. 

(Planetbiometrics) 

 

Reports slams biometric exit 
as 'invasive'  

A new study by Juniper Research has found that the number of 

mobile payments authenticated by biometrics will rise to nearly 2 

billion, up from just over 600 million in 2016. 

The new research - Mobile Payment Security: Biometric 

Authentication & Tokenization 2017-2021 - reveals that 60% of 

smartphone models are expected to ship with such sensors this 

year, with many Chinese vendors incorporating them into mid-

range models. 

One expects to see strong adoption of the authentication app 

recently unveiled by India’s identification authority, through 

which merchants can verify a customer’s ID via either fingerprint 

or iris scan. Indeed, since the biometric data is linked to a bank 

account, the process acts as both authentication and transaction 

enabler. 

The research also argued that the key challenge for service 

providers would be striking the right balance between end-user 

convenience and solution security. As research author Dr. 

Windsor Holden pointed out, the more secure the solution, the 

more time-consuming the authentication process. It is essential to 

offer a range of verification options allowing clients to determine 

what level of security is required for a given authentication. 

 

(Thepapers) 

Biometric payments to rise 
nearly 2 bln 



 

 

MK World of Cards ©2018 MK Group thegioithe@mkgroup.com.vn www.facebook.com/mkgroup1999 (84-24) 6266 2703 - 513 

Certificates & Industry membership 

 

 

SECURITY NEWS 

According to security blogger Brian Krebs, the Secret Service 

began warning financial institutions last week that stand-alone 

ATMs in places like pharmacies and big box retailers have been 

targeted in recent days. 

The crooks seem to be using a strain of malware called Ploutus.D 

to hit Diebold Opteva 500 and 700 series ATMs, says Krebs, citing 

a source. In a security alert, Diebold says that the attacks appear to 

be similar to a spate that hit Mexico last year. 

The Secret Service says that the criminals - masquerading as ATM 

service technicicans - use endoscope medical devices to look 

inside cash machines and find the spot where they can attach a 

cord to link a laptop to the ATM's computer. They then install 

malware and force the ATM to spit out its cash. 

Diebold recommends that operators controll access to areas used 

by personnel to service the ATM and implement two-factor 

access control mechanisms for service technicians. 

 

ATM jackpotting hits the US 

 

This is thought to be the first time that jackpotting has been 

carried out on US soil but the technique has long been 

deployed in other parts of the world. Europe saw a surge in 

the number of ATM black box attacks - where devices are 

attached to machines and command cash outs - in the first half 

of 2017. 

 

There were 114 across 11 countries over the six months, more 

than 300% up on the 28 seen in H1 2016, according to the 

European Association for Secure Transactions (East), which 

estimates related losses of EUR1.5 million. 

 

(Finextra) 

The US Secret Service is warning that ATM 

jackpotting has finally hit American shores, 

with crooks using a known malware strain to 

cash out older Diebold units. 
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CARD & PAYMENT NEWS 

India is again stepping up efforts to displace cash with cards 

for everyday consumer purchases. 

 

Last week, the government announced that it will pick up the 

tab for merchant discount fees on debit card transactions of 

2,000 rupees ($31.16) or less. The average debit transaction in 

India is less than 1,500 rupees ($23.37), according to a report 

by Times of India. 

 

The report went on to say that the new policy will especially 

help small merchants that have not yet added card reader 

capability because they don't want to pay transaction fees. 

 

The fee subsidization program begins Jan. 1 and will 

continue for two years. The program covers only debit card 

purchases and does not apply to credit card transactions. 

 

The current merchant discount rate, which is set by the 

Reserve Bank of India, is 0.9 percent for merchants with 

annual sales of more than 2 million rupees ($31,160) and 0.4 

percent for merchants with sales below that amount. 

 

(ATMmarketplace) 

Indian government announces new 
program to encourage noncash 

transactions 

EMVCo, a global tech body that facilitates secure payment 

transactions, has found that 58.9% of card-present contact and 

contactless transactions globally were EMV-enabled between July 

2016 and June 2017. 

This represents an increase over 2016, when 42.4% of transactions 

were EMV-enabled. The data reflects average transaction volumes 

over a 12-month period to account for seasonal variations. 

EMVCo acknowledges that real-time figures for transaction 

volumes today are likely to be higher than the reported June 2017 

figure. 

EMVCo work with the payments community to evolve the EMV 

Chip Specifications to promote a secure and interoperable basis 

for mobile payments and other emerging payment technologies. 

The latest EMVCo data shows that the US experienced the largest 

year-over-year increase, with 31.4% of transactions being EMV-

enabled, compared to 7.2% in the same period the in 2016. 

Europe Zone 1 saw 98.2% of total transactions being made 

through EMV; Africa & the Middle East, 90.9%; Europe Zone 2, 

89.1%; Canada, Latin America & the Caribbean, 87.0%; and Asia, 

56.2%. 

(Thepapers) 

EMVCo: 59 percent of card-present, 
contactless transactions made with EMV 

standard 
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 Passwords are no longer passing muster as a security or 

authentication method. The problem is quantity as much as 

quality. The average number of passwords registered to a single 

e-mail address is 130, according to password management 

company Dashlane. 

 

With so many passwords, people choose memorable ones, reuse 

them across sites and write them down. It is no better in the 

workplace. More than half of workers reuse a small rotation of 

weak passwords and 42 percent admit to sharing passwords 

with co-workers, Dashlane found. The death of the password 

has been consistently mooted for at least a decade. However, its 

demise is being hastened by ineffective password security, 

changes in technology, plus regulatory, commercial and 

competitive pressures. 

 

The rise in data breaches and identity theft is prompting a 

password re-think. The average total cost paid by breached 

organisations is around $6.5 million, according to Dashlane. 

Meanwhile identity fraud has reached record levels. 173,000 

cases of identity theft were recorded in the UK alone in 2016. 

Identity fraud now represents over half of all fraud recorded by 

Cifas, the UK fraud prevention service, nearly 90 percent of 

which is perpetrated online. 

 

Against this backdrop, Visa recently announced that it was 

eliminating the use of static passwords for its online 

authentication service, Verified by Visa, from April 2018. 

Elsewhere the PSD2 in Europe requires strong customer 

authentication for all electronic payments. Exemptions aside, 

financial institutions must perform two-factor authentication for 

face-to-face and remote transactions. 

2018: The death of the password? 

majority of respondents. Those born before 1946 gave this 

equal weight with ease of use, with more than three-quarters 

a saying both were very important. 

 

Consumers are broadly willing to switch to alternative 

identification and verification methods. The Aite Group 

found a clear correlation between consumers’ openness to 

change and their age. 48 percent of millennials indicated that 

they were very willing to switch methods, with another 47 

percent somewhat willing to change. In contrast, only around 

15 percent of those born before 1946 were very willing to 

learn new methods. 

CONSUMER ATTITUDES 

 

What is consumers’ attitude towards and understanding of 

various authentication methods? Research firm Aite Group 

surveyed 1,095 US consumers who used online and/or mobile 

banking to find out. Consumers across the generations are 

quite comfortable using passwords to access their online bank 

account. This can be partly attributed to habit. The 

username/password combination has been around for nearly 

two decades, and consumers well-trained in its use. 

 

Unsurprisingly, ease of use was the most important 

consideration for all age groups when asked about their key 

priorities for their online banking service. Robust security and 

fraud prevention was also deemed very important by the  
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CHAIN REACTION 

 

Changes in technology are challenging password dominance. Advancements in smartphone cameras and 

fingerprint sensors enable the capture and verification of biometric details. This makes new authentication 

methods, such as fingerprints, finger vein, facial, voice or iris recognition, eye print and heartbeat, possible. The 

smartphone itself can also become a type of trusted token through the analysis of various device-related factors. 

These include build information, media details, usage, applications and location data. Any sudden changes in 

categories of data could indicate possible account takeovers or impersonation of the true user. 

 

Blockchain or distributed ledger technology offers an alternative way to organize identity systems, access and 

ownership of data. “Solutions you put in place are not the property of one single owner,” explains Simon 

Wilkinson, operations director, Tradle, a company putting KYC data on the Blockchain. “The way we have 

implemented our solution, it won’t be our property or data. It belongs to the owner and is shared with 

organizations that they interact with.” 

 

This puts the individual in control of their own data and makes it portable between organizations and across 

borders. This streamlines on-boarding by removing repetitive KYC processes and reliance on paper-based 

identity documents. It de-risks transactions and saves considerable time, cost and effort for both institutions and 

customers. This is key as the administrative overheads associated with AML compliance alone last year was 

around $10 billion, according to Goldman Sachs. 

 

Biometrics, trusted devices and Big Data authentication techniques will influence the decline of passwords. 

However, they are likely to live on as a secondary or fallback authentication factor. In the same way, plastic cards 

continue to be embossed and contain a magnetic stripe many years after the introduction of EMV chip. This is to 

maintain interoperability in the face of legacy systems, processes and equipment. The history of the payments 

industry is additive rather than subtractive, so when it comes to the death of the password, it could well be a case 

of passwords are dead. Long live passwords! 

 

(paymentscardsandmobile) 

 

2018: The death of the password?  

(continued) 
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